Complex environments, such as the cyber domain, can benefit from modeling and simulation (mod/sim) to understand the impact of new concepts and capabilities to cyber defense. Mod/sim techniques are particularly useful in trade-off analysis of attack and defense. 1, 2 The mod/sim approach has also been used to study trade-offs between security and performance. 3 The National Institute of Standards and Technology (NIST) has developed a framework for improving critical infrastructure cybersecurity. 4 This framework clearly distinguishes among the functions for protecting the organizational missions, detecting an attack, responding to the attack, and recovering from it. The protection function bolsters the defensive posture of an organization by implementing cyber best practices. The effectiveness of the detect, respond, and recover functions, collectively called defensive operations, can be improved through cyber wargaming and exercises to reflect the organization's priorities. The assets to be protected may be cyber-physical systems, Information Technology (IT) systems, or an integrated environment containing both. Cyber wargaming and exercises also model and simulate the attacks and attackers, the defenses and the defenders, and the static and dynamic aspects of the environment based on the fidelity requirements. Recent improvements in mod/sim techniques, especially in cyber range-based experimentation and testing and evaluation, have the potential to enable the next generation of cyber defense approaches to enterprise computing systems and cyber-physical systems.
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In this special issue, we present three papers focused on state-of-the-art mod/sim approaches for supporting the defense of cyber systems that underpin a nation-state's critical infrastructure. Mod/sim methods provide paramount support for a wide range of cyber defensive applications, including security risk assessment, optimal cyber system defensive configuration, security versus performance versus cost trade-off analyses, and automated intrusion prevention, detection, remediation, and recovery, among others. Mod/ sim techniques draw on established modeling paradigms, such as System Dynamics, 5 Discrete Event Simulation, 6, 7 and Agent-based Modeling. 8 Mod/sim techniques also apply novel hybrid methods to empower decision makers to better understand the complex cyber and cyber-physical systems that they must protect. Mod/sim techniques also allow the exploration of alternative system defenses and threats to prepare for future attacks.
Studies in this issue address cyber decision problems concerned with optimal strategies for cyber wargames, the assessment of cyber testing and evaluation environments, and security versus performance trade-off analysis for enterprise network restoration after and/or during a cyber attack.
In ''Game-theoretic model and experimental investigation of cyber wargaming,'' Colbert et al. leverage game theory to model strategy decisions of opponents engaged in cyber combat. They consider scenarios in which resource-limited actors must make decisions on where to best focus their efforts such that they maximize their probability of victory. Formal mathematical models are developed and demonstrated via a cyber-physical wargame.
Modern cyber environments are complex. Defending such an environment requires that the personnel defending it, also referred to as the Blue team, understand the environment in which they are operating. Roque et al. focus on testing and evaluation environments in ''Assessing the cognitive complexity of cyber range environments.'' Here, they explore the assessment of the cognitive workload of a Blue team member when defending a cyber environment. The goal is to develop the concepts and experimentation approaches needed to ensure the cognitive complexity of a cyber testing environment matches that of the real cyber environment being modeled.
Finally, in ''Models for restoration decision making for a supply chain network after a cyber attack,'' Heath et al.
consider the problem of how best to restore functions and services to a cyber system that has been successfully compromised. They model scenarios in which decision makers face uncertainty about the extent of network service damages and the time it will take to fully restore them. These models are used to assess and explore trade-offs in restoration decisions that balance between system performance and further system risk. Several recovery scenarios are tested and both deterministic and probabilistic models are compared for efficacy.
These three papers make fundamental contributions to the effective use of modeling and simulation in defensive operations. These works open up new avenues for research in mod/sim approaches in cyber defense operations. We believe these papers contribute to the evolving science of cyber defense.
